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Preface

Purpose

This document provides an overview of the Storage Replication Adapter (SRA) and
describes how to install, configure, and uninstall it.

Intended Audience

This document is intended for:

e  Technical support engineers
e Third-party engineers

Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description

A DANGER Indicates an imminently hazardous situation
which, if not avoided, will result in death or
serious injury.

Indicates a potentially hazardous situation which,
if not avoided, could result in death or serious
injury.

/A CAUTION Indicates a potentially hazardous situation which,
if not avoided, may result in minor or moderate
injury.

Indicates a potentially hazardous situation which,
if not avoided, could result in equipment damage,

data loss, performance deterioration, or
unanticipated results.

NOTICE is used to address practices not related to
personal injury.

Issue 01 (2020-07-30) Copyright © Huawei Technologies Co., Ltd. i



eSDK Enterprise Storage Plugins
User Guide (SRA)

Preface

Symbol

Description

Ll noTe

Calls attention to important information, best
practices and tips.

NOTE is used to address information not related
to personal injury, equipment damage, and
environment deterioration.
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SRA Overview

1.1 Introduction to the SRA
1.2 Networking

1.3 HyperMetro Fault Scenario Description

1.1 Introduction to the SRA

The SRA is a communication bridge between a storage system and the Site
Recovery Manager (SRM). When the SRM creates, tests, and executes a recovery
plan or executes a planned migration, the SRA enables the storage system to
cooperate with the SRM to complete the operations.

The SRA is a software product that enables a storage system to cooperate with the
SRM to implement storage system management. The SRA provides the SRM with
storage system information, including information about storage system discovery,
replication LUN discovery, failover tests, and disaster recovery. When the SRM
creates, tests, and executes a recovery plan, the SRA immediately provides
corresponding resources for the SRM and cooperates with the SRM to complete
uninterrupted tests, site recovery automation, and migration process automation
in a virtual environment.

Two types of disaster recovery solution are available: active/standby redundancy
and HyperMetro. Both types are supported by the SRA.

Active/Standby Redundancy

HyperMetro

In the active/standby redundancy, one protected site and one recovery site are
deployed. The recovery site does not work unless the protected site breaks down
upon a disaster.

When natural or human-caused disasters happen or some devices or a data center
fails, large-scale enterprises require not only disaster recovery switchovers for data
protection, but also online service switchovers between data centers or even the
load balancing function. Therefore, functions such as effective online service
check, switchover, and load balancing are required in addition to a real-time copy
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of data. The HyperMetro data center solution can meet all the preceding
requirements.

HyperMetro is a feature of Hyper feature series of Huawei storage systems.
HyperMetro can implement synchronous data replication, real-time monitoring of
service running status, and switchovers between storage systems.

HyperMetro requires at least two storage systems. The two storage systems can
be placed in the same equipment room, the same city, or two cities with a 100 km
distance between them.

Two HyperMetro modes are available: A/A and A/P. In A/A mode, the storage
arrays at both ends provide services. In A/P mode, only the storage array at one
end provides services. When this storage array fails, the storage array at the other
end provides services. HyperMetro implements LUN A/A.

In LUN A/A, data on the LUNs at the two ends is synchronized in real time, and
hosts can read and write LUNs at both ends. If the storage array at one end
malfunctions, hosts access services on the storage array at the other end.

Application Scenarios

Application Scenario Function Description

The SRM creates a recovery plan. The SRA provides the SRM with
storage system information, including
the storage array name, system type,
and LUN information, to help the SRM
create a recovery plan.

The SRM tests a recovery plan. The SRA receives a recovery plan test
command from the SRM and sends
the command to a storage system at a
recovery site. The storage system
automatically generates an activated
data snapshot. The snapshot is then
used to test the data accuracy and
availability of the recovery site.

The SRM executes a disaster recovery. | The SRA receives a fault recovery
command from the SRM and sends
the command to the storage system at
a recovery site. Data storage groups in
LUN duplicates of the storage system
are immediately enabled, ensuring
that virtual machines (VMs) at the
recovery site are started correctly.

Issue 01 (2020-07-30) Copyright © Huawei Technologies Co., Ltd. 2
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Application Scenario Function Description
The SRM executes a planned A planned migration is performed for
migration. system maintenance or is manually

performed by users to protect services
against potential disasters. The
planned migration ensures service
consistency and data integrity.

There are three migration scenarios
based on whether storage arrays
support SRM Stretch:

e |f storage arrays do not support
SRM Stretch, VMs are shut down at
the protected site. After data is
replicated to the recovery site, VMs
are started at the recovery site.
Services are interrupted during the
process.

e If storage arrays support SRM
Stretch and if the vSphere vMotion
function is enabled, the SRM sets
stretch storage from the protected
site to the recovery site. Then, the
SRM uses the vSphere vMotion
function to migrate protected VMs
in the storage profile protection
groups (SPPG) to the recovery site.
The services of the protected VMs
are not interrupted during the
process.

e |f storage arrays support SRM
Stretch and if the vSphere vMotion
function is disabled, the SRM sets
stretch storage from the protected
site to the recovery site. VMs are
shut down at the protected site.
After data is replicated to the
recovery site, VMs are started at the
recovery site. Services are
interrupted during the process.

1.2 Networking

1.2.1 Networking for Active/Standby Redundancy

Figure 1-1 shows the networking for active/standby redundancy.
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Figure 1-1 Networking for active/standby redundancy
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The application scenario of the SRA features in:

e Delivering block-level replication without consuming the network bandwidth
of the host services.

e Generating a snapshot that helps the SRM to test the recovery plan.

e Producing a data copy that helps the SRM to run the recovery plan.

e Uniformly managing the recovery plan by integrating the management over
the storage system into the SRM interface.

1.2.2 Networking for HyperMetro

Figure 1-2 shows the networking for HyperMetro.
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Figure 1-2 Networking for HyperMetro
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e Same-city data center network: The storage arrays in both data center A and
data center B provide services for hosts and can carry the same services. A
mutual backup relationship is set up between the storage arrays in the two
data centers. If the storage array in one data center malfunctions, the storage
array in the other data center automatically takes over services without data
loss or service interruption.

e Network between hosts and storage arrays: All hosts in the two data centers
can be used to form a cluster. Host networks can be interconnected across
data centers.

e HyperMetro replication network: It is the heartbeat network between the
storage arrays in the two data centers. It enables the storage arrays to
concurrently provide services for hosts and ensures data synchronization
between the storage arrays in the two data centers.

e Quorum network: The HyperMetro quorum server is deployed on the
network. If communication between the storage arrays in data center A and
data center B is interrupted or a storage array malfunctions, the quorum
server determines which storage array can be accessed.

1.2.3 Networking for Geo-redundant DR
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1.2.3.1 Networking for Cascading Geo-Redundant DR

Figure 1-3 shows the networking for cascading geo-redundant DR.

Figure 1-3 Networking for cascading geo-redundant DR
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e The networking for cascading geo-redundant DR supports only SAN.

e SAN HyperMetro networking is used between production storage A and
production storage B. For details, see 1.2.2 Networking for HyperMetro.

e SAN active/standby redundancy networking is used between production
storage B and DR storage C. For details, see 1.2.1 Networking for Active/
Standby Redundancy.

e When you create a DR protection plan, a protection group and a recovery
plan are created only between production storage B and DR storage C.

1.2.3.2 Networking for DR Star

Figure 1-4 shows the networking for DR Star.
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Figure 1-4 Networking for DR Star
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e The networking for DR Star supports only SAN.

e SAN HyperMetro networking is used between production storage A and
production storage B. For details, see 1.2.2 Networking for HyperMetro.

e SAN active/standby redundancy networking is used between production
storage A and DR storage C and between production storage B and DR
storage C. For details, see 1.2.1 Networking for Active/Standby
Redundancy.

e When you create a DR protection plan for the first time, a protection group
and a recovery plan are created only between the members of the active
remote replication pair.

(11 NOTE

For DR Star, if the production storage where the active remote replication pair resides is
faulty, SRM cannot automatically establish DR protection for the standby remote replication
pair. If you want to establish DR protection for the standby remote replication pair, you
need to manually delete the original recovery plan of the active remote replication pair and
then create a recovery plan for the standby remote replication pair.
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1.3 HyperMetro Fault Scenario Description

If the link between two data centers breaks down, data cannot be synchronized
between the two data centers and only one data center continues providing
services. To ensure data consistency, HyperMetro adopts an arbitration mechanism
to determine priorities of services in data centers.

HyperMetro supports two arbitration modes:

Static Priority Mode: Applies to scenarios where no third-place quorum server
is deployed.

Quorum Server Mode: Applies to scenarios where third-place quorum servers
are deployed.

Types of Faults in Static Priority Mode

The Static Priority Mode applies to scenarios where no third-place quorum server
is deployed. In a HyperMetro pair, you can set one data center as a preferred site
and the other data center as a non-preferred site.

If the link between the two storage arrays in the two data centers or the
storage array at the non-preferred site breaks down, LUNs of the storage
array at the preferred site continue providing services for hosts but LUNs of
the storage array at the non-preferred site stop providing services for hosts.

If the storage array at the preferred site breaks down, the storage array at the
non-preferred site cannot automatically take over HyperMetro services from
the storage array at the preferred site. As a result, HyperMetro services stop.
In this case, the storage array at the non-preferred site cannot provide
services for hosts by performing disaster migration on SRM. Instead, you must
forcibly start the storage array at the non-preferred site to provide services for
hosts.

In the following example, data center A is used as a preferred site. Table 1-1 lists
the types of faults in Static Priority Mode.
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Table 1-1 Types of faults in Static Priority Mode

No.

Fault Diagram

Fault Type

HyperMetro
Pair
Running
Status

Arbitration
Result

Data center A

Data center B

The link
between two
storage arrays
breaks down.

Synchronize
d

The storage
array in data
center A
continues
providing
services but
the storage
array in data
center B stops
providing
services.

Data center A

Data center B

The storage
array in data
center B (non-
preferred site)
malfunctions.

Synchronize
d

The storage
array in data
center A
continues
providing
services but
the storage
array in data
center B stops
providing
services.

Data center A

Data center B

The storage
array in data
center A
(preferred
site)
malfunctions.

Synchronize
d

The storage
array in data
center A loses
efficacy and
the storage
array in data
center B stops
providing
services. You
must forcibly
start the
storage array
in data center
B to enable the
storage array
to provide
services for
hosts.

Green cable: Indicates that HyperMetro replication network.
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Types of Faults in Quorum Server Mode

In Quorum Server Mode, you can determine whether the storage systems work
properly based on the heartbeats between storage systems in the data center. If
the storage array in one data center crashes or the link between two storage
arrays is down, the storage array in each data center sends an arbitration request
to the quorum server. The storage array that wins the arbitration continues
providing services but the storage array that fails in the arbitration stops providing
services. The preferred site takes the precedence in an arbitration.

The quorum server provides different arbitration results depending on fault
scenarios. Data center A is used as a preferred site. Table 1-2 lists the types of

faults in Quorum Server Mode.

Table 1-2 Types of faults in Quorum Server Mode

No. | Fault Diagram

Fault Type

HyperMetro
Pair Running
Status

Arbitration
Result

1 Quorum server

Data center A Data center B

The quorum
server breaks
down.

Normal

The storage
arrays in data
center A and
data center B
continue
providing
services.
NOTE
The
arbitration
mode of
HyperMetro
automatically
becomes the
priority mode.

2 Quorum server

Data center A Data center B

The link
between one
storage array
and the
quorum
server breaks
down.

Normal

The storage
arrays in data
center A and
data center B
continue
providing
services.
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No.

Fault Diagram

Fault Type

HyperMetro
Pair Running
Status

Arbitration
Result

Qluorum server

Data center A Data center B

One storage
array
malfunctions.

Synchronized

The storage
array in data
center A loses
efficacy but
the storage
array in data
center B
continues
providing
services.

Cluorum server

Data center A Data center B

Both the link
between two
storage arrays
and the link
between one
storage array
and the
quorum
server are
down.

Synchronized

The storage
array in data
center A stops
providing
services but
the storage
array in data
center B
continues
providing
services

Green cable: Indicates that quorum network.

Blue cable: Indicates that HyperMetro replication network.

NOTICE

In Quorum Server Mode, if the storage array at the preferred site is faulty, the
storage array at the non-preferred site automatically takes over services. In this
case, the SRM disaster migration cannot be performed.
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Preparing for the Installation

2.1 Device Types and Versions

2.2 Operating Environment Requirements

2.1 Device Types and Versions

You can query the version mapping table of eSDK plug-ins to obtain the storage
system versions. To obtain the version mapping table, log in to http://
support.huawei.com/enterprise/en/index.html. In the search box, enter eSDK
Enterprise Storage Plugins to search for and download the eSDK Enterprise
Storage Plugins x.x.xxx Version Mapping. x.x.xxx indicates the version number.

2.2 Operating Environment Requirements

The active/standby redundancy and HyperMetro solutions have different
requirements on the operating environment.

2.2.1 Active/Standby Redundancy

The SRA is based on Huawei storage array replication. Before configuring and
using the SRA, check whether the storage device where the to-be-protected VMs
reside has been added into a remote replication pair or a remote replication
consistency group. If the storage device is not added into a remote replication pair
or a remote replication consistency group, the storage array manager for the site
recovery function may fail to discover the correct remote replication pair.

The configuration that needs to be performed before you configure and use the
SRA includes creating LUNs, mapping LUNs to an ESXi host, partitioning the
database file system,creating an NFS share, and creating a remote replication pair
or a remote replication consistency group. See OceanStor
52600T&S5500T&S5600T&S5800T&S6800T Storage System V200R002C20
Product Documentation or OceanStor Dorado 3000 V6, Dorado 5000 V6, and
Dorado 6000 V6 Product Documentation, or contact Huawei storage technical
support to perform the configuration.
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The SRA is designed for the service continuity plan and recovery plan of the SRM
of VMware. The corresponding software environment must meet the requirements

of the SRA.
Device Type Requirements
VMware ESXi Server 6.0/6.5/6.7/7.0 VMware ESXi Servers are deployed at

the protected site and recovery site.

VMware vCenter Server 6.0/6.5/6.7/7.0 | VMware vSphere Servers are deployed
at the protected site and recovery site.

VMware vSphere Web Client VMware vSphere Web Clients are
6.0/6.5/6.7/7.0 deployed at the protected site and
recovery site.

VM VM instances are deployed at the
protected site.

SRM Server Manager 6.5/8.1/8.2/8.3 SRM Server Managers are deployed on
the VMware vSphere Servers at the
protected site and recovery site.

Operating system Photon OS;Windows Server 2016 or
earlier (64-bit).

2.2.2 HyperMetro

The SRA is based on Huawei storage array replication. Before configuring and
using the SRA, check whether the storage device where the to-be-protected VMs
reside has been added into a HyperMetro pair or a HyperMetro consistency group.
If the storage device is not added into a HyperMetro pair or a HyperMetro
consistency group, the storage array manager for the site recovery function may
fail to discover the correct active-active pair.

The configuration that needs to be performed before you configure and use the
SRA includes creating LUNs, mapping LUNs to an ESXi host, and creating a
HyperMetro pair or a HyperMetro consistency group. See OceanStor
52600T&S5500T&S5600T&S5800T&S6800T Storage System V200R002C20
Product Documentation or OceanStor Dorado 3000 V6, Dorado 5000 V6, and
Dorado 6000 V6 Product Documentation and OceanStor 5300 V3&5500
V3&5600 V3&5800 V3&6800 V3 Storage System V300R003 HyperMetro
Feature Guide or OceanStor Dorado 5000 V6 6.0.0 HyperMetro Feature Guide,
or contact Huawei storage technical support to perform the configuration.

The SRA is designed for the service continuity plan and recovery plan of the SRM
of VMware. The corresponding software environment must meet the requirements
of the SRA.

Device Type Requirements

Platform Services Controller 6.0/6.5/6.7 | The protected site and recovery site
share one Platform Services Controller.
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Device Type

Requirements

VMware ESXi Server 6.0/6.5/6.7/7.0

VMware ESXi Servers are deployed at
the protected site and recovery site.

VMware vCenter Server 6.0/6.5/6.7/7.0

e VvSphere vCenter Servers are
deployed at the protected site and
recovery site.

e The two vSphere vCenter Server
instances must be in enhanced link
mode and must be located in the
same vCenter Single Sign-On
domain so that the target vSphere
vCenter Server can authenticate the
source vSphere vCenter Server.

e The two vSphere vCenter Server
instances must synchronize time
with each other so that vCenter
Single Sign-On token
authentication can be performed
correctly.

e |f only computer resources need to
be migrated, the two vSphere
vCenter Server instances must be
connected to the shared VM
storage.

VMware vSphere Web Client

VMware vSphere Web Clients are

6.0/6.5/6.7/7.0 deployed at the protected site and
recovery site.
VM VM instances are deployed at the

protected site.

SRM Server Manager 6.5/8.1/8.2/8.3

SRM Server Managers are deployed on
the VMware vSphere Servers at the
protected site and recovery site.

Operating system

Photon OS; Windows Server 2016 or
earlier (64-bit)

2.2.3 Geo-redundant DR

The SRA is based on Huawei storage array replication. Before configuring and
using the SRA, check whether the storage device where the to-be-protected VMs
reside has been added into a remote replication pair or a remote replication
consistency group. If the storage device is not added into a remote replication pair
or a remote replication consistency group, the storage array manager for the site
recovery function may fail to discover the correct remote replication pair.

The configuration of data center B and data center C that needs to be performed
before you configure and use the SRA includes creating LUNs, mapping LUNs to
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an ESXi host, partitioning the database file system, and creating a remote
replication pair or a remote replication consistency group. See OceanStor
52600T&S5500T&S5600T&S5800T&S6800T Storage System V200R002C20
Product Documentation or OceanStor Dorado 3000 V6, Dorado 5000 V6, and
Dorado 6000 V6 Product Documentation, or contact Huawei storage technical
support to perform the configuration.

The configuration of data center A and data center B that needs to be performed
before you configure and use the SRA includes creating LUNs, mapping LUNs to
an ESXi host, and creating a HyperMetro pair or a HyperMetro consistency group.
See OceanStor S2600T&S5500T&S5600T&S5800T&S6800T Storage System
V200R002C20 Product Documentation or OceanStor Dorado 3000 V6, Dorado
5000 V6, and Dorado 6000 V6 Product Documentation and OceanStor 5300
V3&5500 V3&5600 V3&5800 V3&6800 V3 Storage System V300R003
HyperMetro Feature Guide or OceanStor Dorado 5000 V6 6.0.0 HyperMetro
Feature Guide, or contact Huawei storage technical support to perform the
configuration.

The SRA is designed for the service continuity plan and recovery plan of the SRM
of VMware. The corresponding software environment must meet the requirements
of the SRA.

Device Type Requirements

VMware ESXi Server 6.0/6.5/6.7/7.0 VMware ESXi Servers are deployed at
host cluster A and host cluster B.

VMware vCenter Server 6.0/6.5/6.7/7.0 | VMware vSphere Servers are deployed
at host cluster A and host cluster B.

VMware vSphere Web Client VMware vSphere Web Clients are

6.0/6.5/6.7/7.0 deployed at host cluster A and host
cluster B.

VM VM instances are deployed at host
cluster A.

SRM Server Manager 6.5/8.1/8.2/8.3 SRM Server Managers are deployed on
the VMware vSphere Servers at host
cluster A and host cluster B.

Operating system Photon OS; Windows Server 2016 or
earlier (64-bit)
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Installing SRA

3.1 Installing SRA in a Windows Environment

3.2 Installing SRA in a Linux (SRM VA) Environment(Photon OS)

3.1 Installing SRA in a Windows Environment

Prerequisites
e SRM has been deployed at the production site and DR site.

e For the SRM installation and configuration, see Site Recovery Manager
Administration Guide, which is available at the VMware official website.

Context
SRA must be installed at both the production site and DR site.

(10 NOTE

e Currently, only the SRA installer of the English version is provided.
e SRA must be installed on the same server as SRM.

e SRA and SRM can be installed on the same server as vSphere Server or on a different
server. If SRA and SRM are installed on a different server, the server must be connected
to vSphere Server. In this example, SRA and SRM are installed on the same server as
vSphere Server.

Procedure

Step 1 Copy the SRA installation file to any directory (the directory name cannot contain
Chinese characters) at the production site where SRM has been deployed. Double-
click the .exe file.

The SRA installation wizard dialog box is displayed, as shown in Figure 3-1.
{1 NOTE

The SRA installation file name in a Windows environment is
eSDK_Storage_****_SRA_Plugin_X.X.XX_Windows.exe. X.X.XXis the version number.
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Figure 3-1 Installation wizard

eiDlk_Storage_SRA - InstallShield Wizard oo

Welcome to the InstallShield Wizard fFor
eSDK_Storage_SRA

The InstallShigld Wizard will ingtall @50E_Starage_SRA an
your computer. To continue, click Mest,

< Back Cancel

Step 2 Click Next. Select | accept the terms of the license agreement, as shown in
Figure 3-2.

Figure 3-2 License Agreement
eSDK_Storage_SRA - InstallShield Wizard

License Agreement

Pleaze read the following license agreement canefully.

Huawei End Uszer Saftware Licenzing Agreement s

Important note: This agreement iz the end user software licenzing agreement [hereinafter
referred to ag “Aareement’'] bebween you [an individual, company, or any ather

arganization] and Huawei Technologies Co., Ltd. [hereinafter referred o agz "Huawed) for

the uze of thiz Software [zee Article 1.1 aof thiz Agreement). Please read thiz Agreement
carefully before vou ingtall the Saftware in this Agreement. our uze this Software will be
deemed as vour acceptance of the constraints mentioned in thiz Agreement. Othensize,
pleaze do nat ingtall thiz Saftware. IF pau do not accept this Agreement, yau may return
Software o uz or authonized distributor for refunding az long az our return policy iz

zatigfied. That policy iz in accordance with azzociated local lavws and regulations.

1. General Rules ¥

(®) | accept the terms of the license agreement

()| do not accept the terms of the licenze agreement

< Back Cancel
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Step 3 Click Next. Select a setup type according to the actual situation.
e If the storage array supports HyperMetro, select support Stretched.
Only SRM Server Manager 6.1/6.5/8.1/8.2 supports HyperMetro.

e If the storage array does not support HyperMetro, do not select support
Stretched. Otherwise you will need to re-install the SRA.

e If the storage array supports file system clone, select support NFS.
e If FusionStorage is used, select is FusionStorage.

NOTICE

e Only V300R006C10SPC100 and later versions support the file system clone
feature.

e Only FusionStorage 8.0 and later versions support the SRM DR feature.

e The same setup type must be set for the production site and DR site.

Figure 3-3 Setting a setup type
eiDk_Storage_SRA - InstallShield Wizard ot

Setup Type i,
Select the zetup type that best zuits pour needs.

Select fram the optiong below.

[ ] suppart MFS
[ ] suppart Stretched

[ iz FusionStorage

< Back Cancel

Step 4 Click Next.
The installation directory selection dialog box is displayed.
Step 5 Click Next.

The installation preparation dialog box is displayed.
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Step 6 Click Install.

The installation starts.
Step 7 Click Finish.

The SRA software is successfully installed at the production site.
Step 8 Repeat Step 1 to Step 7 to install SRA at the DR site.

----End

3.2 Installing SRA in a Linux (SRM VA)
Environment(Photon OS)

Prerequisites
e SRM VA has been deployed at the production site and DR site.

e For the SRM VA installation and configuration, see the VMware official
website.

Procedure

Step 1 Log in to the SRM management GUI as user admin. The login address is https://
<SRM server IP address>.5480.

Step 2 Click Storage Replicaiton Adapters. The SRA plug-in management GUI is
displayed.

Step 3 Click NEW ADAPTER to upload the SRA installation package.
{1 NOTE

The name of the installation package is
eSDK_Storage_**** SRA_Plugin_X.X.XX_Linux.tar.gz, where X.X.XX indicates the version
number.

--—-End

Issue 01 (2020-07-30) Copyright © Huawei Technologies Co., Ltd. 19



eSDK Enterprise Storage Plugins
User Guide (SRA) 4 Typical Scenario Configuration

Typical Scenario Configuration

4.1 SAN Active/Standby Scenario
4.2 SAN HyperMetro Scenario
4.3 NAS Active/Standby Scenario
4.4 Geo-redundant DR Scenario

4.5 Common Configuration Operations

4.1 SAN Active/Standby Scenario

Scenario Identification

In a SAN active/standby scenario, SRM is used to manage VMs residing on the
replication LUN.

Prerequisites

e The SRA has been installed on the protected site and recovery site.

e LUNs and a remote replication pair (or a consistency group) have been
created on the storage arrays at the protected site and the recovery site.

e LUNSs have been mapped to ESXi Hosts at the protected site.

Configuration Process

Step 1 Use LUNs to create a VMFS-based datastore at the protected site. For details, see
4.5.1 Creating a Datastore (VMFS).

Step 2 Create a VM at the protected site. For details, see 4.5.3 Creating VMs.

Step 3 Set up a connection between the vCenter servers at the protected site and
recovery site. For details, see 4.5.8 Setting Up a Connection Between the
vCenter Servers at the Protected Site and Recovery Site.

Step 4 Configure mappings between the vCenter servers at the protected site and
recovery site. For details, see 4.5.9 Configuring Mapping Between the vCenter
Servers at the Protected Site and Recovery Site.
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Step 5 Create and configure placeholder storage at the protected site and recovery site.

For details, see 4.5.10 Creating and Configuring Placeholder Storage.

Step 6 Add an array manager. For details, see 4.5.11 Adding Array Managers.

Step 7

Step 8

Create a dabastore-based protection group. For details, see 4.5.12 Creating a
Datastore-Based Protection Group.

Create a recovery plan based on the VM protection group. For details, see 4.5.14
Creating a Recovery Plan (Based on VM Protection Groups).

--—-End

4.2 SAN HyperMetro Scenario

Scenario Identification

Prerequisites

In a SAN HyperMetro scenario, SRM Stretch is used to perform DR management
on VMs that reside on HyperMetro LUNs.

The SRA that supports Stretch has been installed on the protected site and
recovery site.

Storage arrays at the protected site and recovery site support the SAN
HyperMetro feature.

LUNs and a HypermMetro pair (or a consistency group) have been created on
the storage arrays at the protected site and the recovery site, and are mapped
to ESXi hosts.

If vSphere 7.0 is used, configure vCenter Enhanced Linked Mode for vCenter
Server appliances to support vMotion live migration for Stretch. For details,
see https://docs.vmware.com/en/VMware-vSphere/7.0/
com.vmware.vcenter.install.doc/GUID-4394EA1C-0800-4A6A-ADBF-
D35C41868C53.html.

NOTICE

If the arbitration service is required, install and configure the quorum
server.For details about how to configure HyperMetro, see the OceanStor
5300 V3&5500 V3&5600 V3&5800 V3&6800 V3 Storage System V300R003
HyperMetro Feature Guide or OceanStor Dorado 5000 V6 6.0.0
HyperMetro Feature Guide.

Configuration Process

Step 1 Use LUNSs to create a VMFS-based datastore at the protected site. For details, see

4.5.1 Creating a Datastore (VMFS).

Step 2 Create a VM at the protected site. For details, see 4.5.3 Creating VMs.

Step 3 Create a tag at the protected site. For details, see 5.4.4-Creating a Tag.
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Step 4 Assign the tag to the datastore. For details, see 5.4.5-Assigning the Tag to the
Created Data Store.

Step 5 Create VM storage policies with the same name at the protected site and recovery
site, respectively. For details, see 5.4.6-Creating a VM Storage Policy.

Step 6 Allocate the storage policy to VMs at the protected site. For details, see 5.4.7-
Applying the VM Storage Policy to VMs.

Step 7 Set up a connection between the vCenter servers at the protected site and
recovery site. For details, see 5.4.8-Setting Up a Connection Between the
vCenter Servers at the Protected Site and Recovery Site.

Step 8 Configure mappings between the vCenter servers at the protected site and
recovery site. For details, see 5.4.9-Configuring Mapping Between the vCenter
Servers at the Protected Site and Recovery Site.

Step 9 Create and configure placeholder storage at the protected site and recovery site.
For details, see 4.5.10 Creating and Configuring Placeholder Storage.

Step 10 Add an array manager. For details, see 4.5.11 Adding Array Managers.

Step 11 Create a dabastore-based protection group. For details, see 4.5.13 Creating a
Policy-Based Protection Group.

Step 12 Create a recovery plan based on the VM protection group. For details, see 4.5.15
Creating a Recovery Plan (Based on a Storage Policy for a Protection Group).

----End

4.3 NAS Active/Standby Scenario

Scenario Identification

In @ NAS HyperMetro scenario, SRM is used to perform DR management on VMs
that reside on HyperMetro LUNs.

Prerequisites

e The SRA that supports NFS has been installed on the protected site and
recovery site.

e Storage arrays at the protected site and recovery site support the file system
clone feature.

e File systems and the replication pair have been created on the storage arrays
at the protected site and recovery site, and the NFS V3 service has been
enabled.

e NFS shares of the file system have been created at the protected site and the
ESXi host has been added to the NFS share client.

e  ESXi hosts can access the IP address of all logical ports on the storage arrays
at the production site and recovery site.

Configuration Process

Step 1 Use the file system to create an NFS-based datastore at the protected site. For
details, see 4.5.2 Creating a Datastore (NFS).
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Step 2
Step 3

Step 4

Step 5

Step 6
Step 7

Step 8

Create a VM at the protected site. For details, see 4.5.3 Creating VMs.

Set up a connection between the vCenter servers at the protected site and
recovery site. For details, see 4.5.8 Setting Up a Connection Between the
vCenter Servers at the Protected Site and Recovery Site.

Configure mappings between the vCenter servers at the protected site and
recovery site. For details, see 4.5.9 Configuring Mapping Between the vCenter
Servers at the Protected Site and Recovery Site.

Create and configure placeholder storage at the protected site and recovery site.
For details, see 4.5.10 Creating and Configuring Placeholder Storage.

Add an array manager. For details, see 4.5.11 Adding Array Managers.

Create a dabastore-based protection group. For details, see 4.5.12 Creating a
Datastore-Based Protection Group.

Create a recovery plan based on the VM protection group. For details, see 4.5.14
Creating a Recovery Plan (Based on VM Protection Groups).

--—-End

4.4 Geo-redundant DR Scenario

Scenario Identification

Prerequisites

For details about geo-redundant DR, see 2.2.3 Geo-redundant DR. In a geo-
redundant DR scenario, SRM is used to manage VMs residing on data center B and
data center C.

e The SRA has been installed on host cluster A and host cluster B.

e A HyperMetro pair or consistency group has been created between data
center A and data center B, and a replication pair or consistency group has
been created between data center B and data center C.

e LUNSs created on storage arrays at data center A and data center B have been
mapped to ESXi hosts at host cluster A, and LUNs created on storage arrays at
data center C have been mapped to ESXi hosts at host cluster B.

Configuration Process

Step 1

Step 2
Step 3

Step 4

Use LUNSs to create a VMFS-based datastore at the host cluster A. For details, see
4.5.1 Creating a Datastore (VMFS).

Create a VM at host cluster A. For details, see 4.5.3 Creating VMs.

Set up a connection between the vCenter servers at host cluster A and host cluster
B. For details, see 4.5.8 Setting Up a Connection Between the vCenter Servers
at the Protected Site and Recovery Site.

Configure mappings between the vCenter servers host cluster A and host cluster B.
For details, see 4.5.9 Configuring Mapping Between the vCenter Servers at the
Protected Site and Recovery Site.
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Step 5 Create and configure placeholder storage at host cluster A and host cluster B. For
details, see 4.5.10 Creating and Configuring Placeholder Storage.

Step 6 Add an array manager. For details, see 4.5.11 Adding Array Managers.

Step 7 Create a dabastore-based protection group. For details, see 4.5.12 Creating a
Datastore-Based Protection Group.

Step 8 Create a dabastore-based protection group. For details, see 4.5.14 Creating a
Recovery Plan (Based on VM Protection Groups).

--—-End

4.5 Common Configuration Operations

4.5.1 Creating a Datastore (VMFS)

Step 1 Log in to the VMware vSphere Web Client at the protected site.
Step 2 Choose vCenter Inventory Lists > Datastores.
Step 3 Clicki&3 to create a data store.

Step 4 Select the host of the protected site and click Next.

3 New Datastore ?) M

~ CIET

2 Type

Select placement location for the new datastore.
Q

3 Name and device selection

w [JVCEORCOT 5z storage.com

w [[gProtected_DC
5 Ready to complete - B Prot_Cluster

4 Partition configuration

Select a datacenter, cluster, host or datastore folder in

% which to place the new datastore.
~ [l Prot_cluster

172220139
+ [ VCEORGCO2.5z. slorage.com
w [lqRecovery_DC
~ [Jl Reco_Cluster

~[J Reco_ClusterB
Ri172220140

Mext Cancel

Step 5 Click VMFS and then Next.
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3 Mew Datastore

7B
+" 1 Location Type
v v
3 Mame and device selection Create a WMFS datastore on a disk/LUMN
4 Partition configuration () NFS
5 Reatyto complete Create an NFS datastore on an MES share over the netwark
()WWOL
Create a Vitual Yolumes datastore on a storage container connected to a storage provider,
Back Hext Cancel
Step 6 Set the data store name, select a LUN, and click Next.
3 Mew Datastore 2) M
+ 1 Location Datastore name: |Datastare_F
v 2 Type a -
A 3 Name and device selection Mame LUN  Capasity Hardwiare Aceeler.. Drive Type  SnapshotWo...
4 Partition configuration HUSWEI ISCSI Disk (haa.55432801 0040e36d019dd46. . 1 300GE  Supparted HDD
5 Ready to complete HUMWEI ISCSI Disk (naa.6E43e8c1003239540c70535... 2 3000 GB  Supported HDD
HUAWETISCSI Disk (haa.6643e8c10032a9540006hde. . 1 200GE  Suppored HDD
i 3items
Back Next Cancel

Step 7 Select Use all available partitions from the Partition Configuration drop-down
list box.
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3 New Datastore 7l
1 Location Partition Layout Datastore Details
v 2 Type Fartition Configuration Use all available partitions T
~ 3 Mame and device selection Datastore Size — 3000 1 GB
O portionconiuraton
5 Ready to complete
Datastore_P
Capacity: 30.00 GB
Free Space: 30.00 GB
Back Hext Cancel
Step 8 Click Finish.
----End
4.5.2 Creating a Datastore (NFS)
Step 1 Log in to the VMware vSphere Web Client.
Step 2 Choose vCenter Inventory Lists > Datastores.
Step 3 Clickf3 to create a data store.
Step 4 Select the host of the protected site and click Next.
] 3 Mew Datastore ?)
- OIS "
Gpecify datastore location
2 Type
3 Mame and device selection
" ~ Select placement location for the new datastore
4 Partition configuration
5 Readyto complete Q
b [ sra-vesc-slave108.hw.com
~ [ sra-vese-master! 07 hw.com
~ [ Datacenter MASTER Select a datacenter, cluster, H0st or datastore folder in
R84 which to place the new datastore
Next Cancel |
Step 5 Select NFS and then click Next.
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[ 3 New Datastore ?) M
+ 1 Location Type
Specify datastare tyne.

v

3 Select NFS version () WMFS

4 Mame and configuration Create a WVMFS datastore on a diskiLUMN

5 Readyto complete (=) NFS

Create an MFS datastore onan MFS share over the netwark.
Wl

Create avirtual Volumes datastore on a storage container connected to a storage provider,

Batk Next Cancel
Step 6 Select NFS 3 and click Next.
3 New Datastore 2) W
1 Location Select NFS version
Selectthe NFS version

" 2 Type

4 Name and configuration MFS 3

5 Ready to complete (_JNFS 4.1

MFS 41

& Use only one MFS version to access a given datastore. Consequences of mounting one or more hosts to the same datastare
using different versions can include data corruption.

Back Next Cancel

Step 7 Set the name of the datastore, enter the NFS share name and the IP address for
mounting the NFS share, and click Next.
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3 New Datastore B
1 Location Name and configuration

Specify name and canfiguration
W 2 Type
+ 3 Select NFS version @ fyouplan to configure an existing datastore on new hosts in the datacenter, itis recommended to use the "Mount to additional
4 Name and configuration hosts” action instead
5 Ready to complete Datastore name: ‘Datasture |
Folder: I.ﬂest I
E o' volstvolDidatastore-001
Server [129.115.199.81 |

E.g: nas, nas.itcom or 192.168.0.1

[ Mount MFS as read-only

Back Next Cancel
Step 8 Click Finish.
3 New Datastore B
1 Location Ready to complete
Review your sefings selections hefare finishing the wizard
" 2 Type
+ 3 Select NFS version
General
+ 4 Name and configuration Marme: Datastore
% 5 Readyto complete Type: MFS 3
MFS settings
Saerver: 12911519831
Folder: fest
Access Mode: Read-write

Back Finish Cancel
----End

4.5.3 Creating VMs

Step 1 Log in to the VMware vSphere Web Client at the protected site and choose Hosts
and Clusters.

Step 2 Select the host of the protected site.
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Mmmgaa 4 [ irrErALE e -
4 L&) Gy e | By Mortw  Mwmags P (Racs
o I
#| 2 TorEge Wb e
L)

vy - o s
B Crasee 3 rewe vual maching Lwmm mers abeot haer

Lam boym o craats wirtual
[EEIETTTY

Step 3 Click B to create a VM.
{10 NOTE

A VM can be created in several ways. This section describes how to create a VM by cloning

an existing VM.

Step 4 Choose 1a Select a creation type from the navigation tree and click Clone an

existing virtual machine.

25 Clone Existing Virtual Machine

B
1 Select creation type Select a creation type
Howe would you like to create a virtual machine?
1h Select a vitual machine Create a new vittual machine This option guides you through creating a copy of an existing
2 eSS Denloy fram template Al machine
Za Select a name and folder el e
2b Selecta compute resource Clone vittual rachine to template
2c Select storage Clone termplate to termplate
3 Readyto complete Convert ternplate o virtual machine
Next Cancel
Step 5 Select the VM to be cloned and click Next.
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gﬂ XP - Clone Existing Virtual Machine

2l ke
1 Saleit crantinn hype Select a virtual machine
Select a vittual machine ta clone
+  1a Selecta creation type
I | |
2 Edit settings
- [ WCEIRCOZ. sz.5torage.com
2a Selecta name and folder
+ [z Recovery_DC
2b Selecta compute resource ~ [JDiscovered vitual machine
2c Select storage
3 Readyto complete
[7] Customize the operating system ["] Power On Virtual Machine after creation
[ Customize this vifual machine's hardware (Experimentaly
Back Next F Cancel
Step 6 Enter the VM name, select the Discovered virtual machine folder of the
protected site, and click Next.
25 ¥P - Clone Existing Virtual Machine 2

1 Select creation type Select a name and Tolder

Specify a unigue narme and target location
v 1a Belect a creation type

W 1b Select avirtual machine Enter 3 riarme for the virtual macking
2 Edit settings iVM_Prulecnun

Virtual machine names can contain up to 80 characters and they must be unigue within each vCenter Server Wi folder.

2h Select a compute resource Select a location for the vitual machine.

2t Select storage | Cl
3 Readyto complete - [ VCEORCO2.52.storage.com
~ [ Recove
Select a datacenter or VM folder to create the new virtual
b [ VCBORC 5z slorage.com rraching in
Back Hext Cancel

Step 7 Select the host of the protected site and click Next.
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gﬁ" KP - Clone Existing irtual Machine 2 0

1 Select creation type Select a compute resource

Selectthe destination compute resource for this aperation
~  1a Selectacreation type

L 1b Select a virtual machine
Q GSearch
2 Edit settings

w [fq Recovery_DC
» [ Reco_Cluster
+[J Reco_ClusterB

v 2a Selectaname and folder

Select a cluster, host, wApp or resource poolto run this
virtual machine

2c Select storage

3 Reaily to complete

Cormpatiblity:

@ compatinility checks succeeded

Back Mext Cancel

Step 8 Select the created data store and click Next.

251 ¥PSP3 (1) - Clone Existing Virtual Machine @ »

1 Select creation type Select storage

Selectthe datastore inwhich to store the configuration and disk files
~  1a Selectacreation type

D SRR W e Select virtual digk format: | Game farmat as source [~

2 [EEEITE WM Storage Policy e

~  Za Selectaname and folder
The following datastores are accessible from the destination resource thatyou selected. Selectthe destination datastore for the
~ b Selectacompute resource  virtual machine configuration files and all of the virtual disks

Hame Capacity Provisioned Free Tupe Storage RS
3 Ready to complete [ datastore139 32.50 GH 31.82GH 24.89GH VMFS &
3 Datastore_protection 275 GB 611.00 MB 215 GB YMFS 5

| Advanced == |
Carpatibility:

0 Compatibility checks succeeded.

Back Hext Cancel

Step 9 Click Finish.
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25 ¥P - Clone Existing Virtual Machine 21 M
1 Select creation type Frovisioning type: Clone an existing vitual machine
«'  Ta Selecta creation type Source virtual machine:  XP
~  1h Selectavirtual machine irtual machine name: Wh_Protection
2 Edit settings Folder: Digcovered virtual machine
v 2a Selecta name and folder Host: 472.22.0440
« 2 Selecta compute resource Datastore; Datastora_P
2o Select storage Disk storage Same format as source
7 3 Readyto complete
Back

Step 10 Create other VMs in the same way.

----End

4.5.4 Creating a Tag

(11 NOTE

Finish Cancel

A tag needs to be created only in the HyperMetro solution. The protected site and recovery

site use the same tag.

Step 1 Log in to the VMware vSphere Web Client at the protected site and click<” Tags,

Step 2 Click i to create a category.

Step 3 Set the category name and click OK.
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% New Category 2

Category Mame: |5ra |

Description: | |

Cardinality: (=) Onetag per object
[ Many tags per ohject
Associable Object Types:
JEELIYPES 1 sl objects .

oKk || cancel

Step 4 Click¥ to create a tag.

Step 5 Set the tag name, select the created category, and click OK.

¥J New Tag 2 M
MHame: |tag1 |
Description: | |
Category: | sra | - |
OK || Cancel
~--End

4.5.5 Assigning the Tag to the Created Data Store

(11 NOTE

The tag needs to be assigned to the created data store only in the HyperMetro solution.
The protected site and recovery site use the same tag.

Step 1 Log in to the VMware vSphere Web Client at the protected site and choose Hosts
and Clusters.

Step 2 ClickE.
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Step 3 Select the created data store.

Navigator

4 Home LO)

U &8 &

~ [ J¥CEORCOT sz.storage com
+ [l Protected_DC
E2 datastaret (inactive)
B datastore139
« [JYCEORCOZ sz.5torage.com
~ [l Recovery_DC
E2 datastored dinactive)
E datastore140
= Datastore_P

X [ patastore P | Actions =

i
|<

Jﬁeﬂingstarted Summary  Monitor  WManage  Related Ohjects

v v T v s s
vitual machine files and other files
necessary forvirtual machine operations.
Datastores can exist on different types of
nhysical storage, including local storage,
ISC3I, Fibre Channel SAN, or MFS. You have
several options for datastores: VMFS, NFS,
Virtual SAM, or Virtual Volurnes

Wou can create new WMFS datastores by
formatting local disks or SAM LUNs, and MFE
datastares by mounting MFS volumes fo a
host.

Avirtual SAN datastore uses local storage
resources of a host cluster and is created
when you enable Virtual SAN on the cluster
Allhosts inthe cluster can access and share
the Virtual SAM datastare

Virual Yolumes offeres another type of
datastares that representin the vSphere Web
Client pools of storage capacity aware of
vitual machines.

Explore Further

Learn more about datastores
Learn how to create a datastore
Learn about storage in vSphere

Step 4 Choose Manage > Tags.

Step 5 Click<&.

Step 6 Select the created tag and click Assign.

' ' a

ERTE

el

<& Datastore_P - Assign Tag 7 M
?} Categories: :AII Categories | b | | Q Filter ~)
Tag Hame 1a Category Dreseription
&7 Tag1230-HM0 Cat1230-Hmo
&7 Tag1230-HM02 Cat1230-Hmo2
&7 Tag1 230-HMG1 Cat1 230-HMG1
@ replicated SRM-comyrmware voDroostatus Site Recovery Manager Datastare &

<j‘i tagt

--—-End

sra

L
Sitems [op~

Assign H Cancel ]
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4.5.6 Creating a VM Storage Policy

(11 NOTE

e A VM storage policy needs to be created only in the HyperMetro solution.

e The same VM storage policy must be created at both the protected site and recovery

site.

Step 1 Log in to the VMware vSphere Web Client at the protected site and click VM

Storage Policies.

ety s Lo ¥ |F U E} L
i anz TeTgams ¥

) e
14 Paemanng ¥

Rl LT ¥
3 Bl e M 3 -J e h
7 g adoy Cnbdan e ¥ s .
Bl P 3 P amits e g] < #rml st Frobesy W T
1" Asrwrrhsor
Fariid
L
= Pl
2 T -
| S B B

| i % Bl v s s

Step 2 ClickET to create a VM storage policy.

Step 3 Select the vCenter Server, set the VM storage policy name, and click Next.

T} Create New /M Storage Policy

151

2)
« Name and description
Enter a name and {optionaly description
2 Rule-Sets
29 (A wCenter Sever. | WORORCNZ sz storage.com | v |
3 Storage compatibility
Marne Ipohcy_sra I
4 Reatyto complete
Description:
Hext Cancel |
Step 4 Click Next.
Step 5 Click Add tag-based rule and select the created tag.
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{5 Create New WM Storage Policy

+ 1 Name and description

" 2 Rule-5ets

2a Rule-Set1

Rule-Set 1

Selectrules specific for 3 datastore type. Rules can be based on data senices provided by datastore or based on tags.
The WM storage policy will match datastores that satisfy all the rules in at [2ast one of the rule-sets.

3 Storage compatibility Rules based on data services | MNone v

4 Ready to complete
Rules based on tags

The rule will be satisfied by any of the tags below:
Category: sra

Tag Description

& tag

Add tag-hased rule

Add another rule set

Back Mext Cancel

Step 6 Always click Next on the displayed pages.

Step 7 Repeat steps 1 to 6 to create the same VM storage policy at the recovery site.
----End

4.5.7 Applying the VM Storage Policy to VMs

(1 NOTE

e The VM storage policy needs to be applied to VMs only in the HyperMetro solution.

e Applying the VM storage policy to VMs needs to be performed only at the protected
site.

Step 1 Log in to the VMware vSphere Web Client at the protected site.
Step 2 Choose vCenter Inventory Lists > Virtual Machines.

Step 3 Right-click a VM and choose VM Policies > Edit VM Storage Policies from the
shortcut menu.

Hadipafin i

Step 4 Select the created VM storage policy from the VM storage policy drop-down list
box, click Apply to all, and click OK.
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(f1 WM_Protection: Manage VM Storage Policies ?

Select a commaon storage palicy for all storage abjects ar use the tahle helow to define different policies for the different starage abjects.

Whi storage policy. | paolicy_sra - Apply to all

Mame Digh Size Wi Storage Policy [ratastore [ratastore Type
[ ¥h home Dratastore Default B Datastore_P WMFS

&5 Hard disk 1 8.00 GB Datastare Default B Datastore_P WMFS

Fredicted impact on starage consumption:

[i ] Storage policy has not changed. Mo change in storage consumption.

OK Cancel

----End

4.5.8 Setting Up a Connection Between the vCenter Servers at
the Protected Site and Recovery Site

Step 1 Log in to the VMware vSphere Web Client at the protected site and click Site

Navigator X {} Home
ko) Home
inentrics
[ vCenter Inventory Lists >
& p H @ ]
J Hosts and Clusters > o1 Uy ﬁ & - -
&) ¥Ms and Templates ) vCenter Hosts and VMs and Storage Metworking Content Hybrid Cloud WRealize Site Recavery
9 storase 5| ety Lists Clusters Templates Libraries Manager o
€ Networking >
[/ Palicies and Profiles >
Hybrid Cloud Manager > 2 = W | =] [
= A Ly G| 4 | o
) vRealize Orchestrator >
TaskConsole  Event Console yCenter Host Profiles M Storage  Customization
Site Recovery > Operations Palities Speciication
P T —— Manager Manager
&% Administration >
[7] Tasks
[ Log Browser 2 y
75 Events = e 3
] Rales System Ligensing Customer
7 Tans Configuration Experisnce
- Improverment
@ New Search >
[ Saved Searches >| B watchHow-to Videos
Step 2 Choose Sites
Nidpdoa ) | e N [ Y
L oo iy Faried
Salla M
2 R L
= Chanay " |

|| = -

(L T ——

Frobia vt nin i ¥
[P - ¥ L
| = iy fev, " Wy
A gy R e s E
Fromesaon Tro
" u '
Hpews Fuars 3 . . . 1 T

iirpdorw i ar e

Dhenrvim of S8 Riswiry
W sgar
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Step 3 Right-click the protected site and choose Pair Site from the shortcut menu.

Nt B O R SR

wr o Blanags | S

ot Mgt ¥ skt Mgt @ iae et | R FRRY AR |
a

Step 4 Enter the address and port ID of the Platform Services Controller and click Next.

Reconfigure Site Recovery Manager Server Pairing

- (ECITI -

Frovide Flatform Services Controller (FEC) address.,
2 Select wCenter Server

?)

F3C address: pscredl sz storage. cam

Fort: 443

Hext Cancel

Step 5 Select the vCenter Server at the recovery site, enter the name and password of the
vCenter Server, and click Next.

Step 6 Click Finish.

So far, the connection between the vCenter Servers at the protected site and
recovery site has been set up.

--—-End
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4.5.9 Configuring Mapping Between the vCenter Servers at
the Protected Site and Recovery Site

Step 1 Log in to the VMware vSphere Web Client at the protected site.
Step 2 Click Site Recovery.

e B —
e e
a-— [

#rrhy e e

1 Poann oo Csimny . |3 ] 1] Ll‘ B ( 1

i !

I3 sarenriace 3
T

= L) it

< T | i i =} (2] =

|, e e,

I prn sreran #) T s s
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Step 4 Select the protected site and click the Manage tab.

LT e # v veage o, Aok v
. 2 e = L el
i s .
e B s 0 S Wi | RS MR | [l Foi Matemgn Pt Ok ilern e e

[

A

L=

=T
wr Pl Chn

Step 5 Configure storage policy mapping.
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(11 NOTE

Storage policy mapping needs to be configured only in the HyperMetro solution.

1. Click the Storage Policy Mappings tab.

Mk B O R A M L Balend -
a G ey
d

d

2. Click™d

3. Select Automatically prepare mappings for storage policies with matching
names and click Next.

4. Select the created storage policy and click Next.

% Create Storage Policy Mapping ?
+ 1 Select creation mode Prepare mappings
Configure storage policy mappings from "veB0re02 sz storage.com” to "veG0rc01 sz storage.com” for
2 Prepare mappings one ar more starage palicies. Ohjects marked with * already have mappings that have been created

B or prepared.
3 Prepare reverse mappings

welS0rod2 sz storage.com wellrod . sz.storage.com
Fﬁ Wirtual SAR Default Starage Policy Fﬁ Wirtual SAM Default Starage Policy
E5 ¥vol Mo Requirements Palicy EF wwal Mo Requirements Policy
1 5 nolicy_sra s policy_sra
Back Next Cancel

5. Select the reverse mapping policy and click Finish.
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% Create Storage Policy Mapping ?)

+ 1 Select creation mode Prepare reverse mappings

Select configured mappings forwhich to automatically create reverse mappings.
+~" 2 Prepare mappings

R 3 Prepare reverse mappings Automatically create reverse mappings on the paired site. This may override already existing
mappings onthe paired site. (Onlyfor 1-1 mappings)

Select all applicakle Q v
wefi0 el sz.storage.com 1 a wellicdZ szstorage.com
[+ E‘E policy_sra E‘ﬁ policy_sra
[0 1items [~
Back Finish Cancel

Step 6 Configure resource mapping.

1. Click the Resource Mappings tab.

Brena T P —
i L] PR TR T—— o] b
L ]
d |
] =
wu* {J ¥ g Sl )

2. Click® to create resource mapping.
3. Select the desired ESXi host and click Add mappings.
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% Create Resource Mapping

o
1 Prepare mappings Prepare mappings
Canfigure resaurce mappings from "weB0re02 sz storage.com” to "veB0re01 .2z storage.com” far ane
2 Prepare reverse mappinus

or maore resaurces. Ohjects marked with * already have mappings that have heen created or

prepared. Reverse mappings can be created if prepared mappings do not coalesce an the same
destination

~ [ VCEIRCOZ sz.storage.cam
v [ Recovery_DC
» /[ Reco_Cluster
M P Rec

w [ WCEORCO1 sz.storage.com
v [lg Protected_DC
» (B Prot_Cluster

ClusterB 2l Prot_ClusterB

4 Add mappings

wel0red 2. sz.storage.com welilred 1. szstorage.com

Hext Cancel

4. Click Next.
5. Click Select all applicable.

3 create Resource Mapping

+ 1 Prepare mappings Prepare reverse mappings
Select configured mappings forwhich to automatically create reverse mappings.
2 Prepare reverse mappings

Automatically create reverse mappings on the paired site. This may override already existing
mappings on the paired site. {Only for 1-1 mappings)

Select all applicahble 1@ F

1 4 wo0rcd2 sz.storage.com

w001 sz.sforage.com

(] @ Protected_DC = Prot_ClusterB Recovery_DC = Reco_ClusterB
i 1items B'
Back Finish Cancel
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6. Click Finish.

Step 7 Configure folder mapping.
1. Click the Folder Mappings tab.
2. Click®™ to create folder mapping.

3. Select Automatically prepare mappings for folders with matching names
and click Next.

{*7] Create Folder Mapping ?

1 Select creation mode Select creation mode

Selectthe way in which you want to create mappings.

2 Prepare mappings
3 Prepare reverse mappings =) Automatically prepare mappings for folders with matching names

The systern will automatically prepare mappings for folders with matching names under
the selected folder containers on "wcB0rc02 sz.storage.com” and
"ycBOrc01.sz.5tarage.com”.

Prepare mappings manually

Manually selectfolders from "veB0re02.5z.5torage.com” to be mapped to a specific
folder on "vcB0rc01.sz.5torage.cam”.

Hext Cancel

4. Select the desired folders at the protected site and recovery site, click Add
Mappings, and click Next.
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7 Create Folder Mapping

7
+ 1 Select creation mode Prepare mappings
Canfigure folder mappings fram "veBOrc02.5z.storage.com” to "veBOre01 .5z storage.com” for ane or
2 Prepare mappings

mare folders. Objects marked with * already have mappings that have heen created or prepared.
3 Prepare reverse mappings
~ [ WCEIRCD2 sz storage.com
v (U [la Recovery_DC
w (=) [ Discovered virtual machine*

» [AWCEIRCO sz.starage.com
v () [lq Protected_DC
w (=) [ 1Discovered vitual machine

Add mappings

w02 sz.storage.com w0l sz.storage.com

Back Next Cancel
5. Click Select all applicable.

7] Create Folder Mapping (?)
+ 1 Select creation mode Prepare reverse mappings

Select configured mappings for which to automatically create reverse mappings.
+~/ 2 Prepare mappings

3 Prepare reverse mappinys Autormatically create reverse mappings on the paired site. This may override already existing
mappings on the paired site. (Only for 1-1 mappings)
Select all applicable Q, Filter -

weflred 1 sz.storage.com 1 a wol0rel2 sz storage.com

O [ Protected_DC = Discovered vitual mach...  Recovery_DC = Discovered virtual ...
[ litems [=b~
Back Finish Cancel
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6. Click Finish.

Step 8 Configure network mapping.
1. Click the Network Mappings tab.

2. Click2 to create network mapping.

3. Select Automatically prepare mappings for networks with matching
names and click Next.

%3 Create Network Mapping 3

1 Select creation mode Select creation mode

Select the way in which you want to create mappings.

2 Prepare mappings
3 Select test networks =) Automatically prepare mappings for netwarks with matching names

4 Prepare reverse mappings The systerm will automatically prepare mappings for networks with matching names
under the selected netwoark containers on "weB0rc02 5z starage.com” and
"eBOre01 sz starage.com®

Frepare mappings manually

Manually select networks from "wcB0rc02 sz.storage.com” to be mapped to a specific
netwark on "wcBOrc01.sz.storage.com'.

Next Cancel |

4. Select the networks at the protected site and recovery site and click Add
mappings.
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on

%3 Create Network Mapping ?)
+ 1 Select creation mode Prepare mappings
Configure netwark mappings from "vcE0rc02 sz 5torage.com” to "veB0rc01 sz storage.com” for one or
mare networks. Ohbjects marked with * already have mappings that have been created or prepared.
3 Select test networks
4 Prepare reverse mappings » [ WCBORCOZ sz.slorage.com v [ WCBORCO sz.storage.com
v (2 [laRecovery_DC w (») [la Frotected_DC
€3 v Network™ €3 vM Network
[ 4 Addmappings |
w02 sz starage. com wofilred . sz.storage. com
Back Next Cancel
5. Click Next.
6. Click Next.
7. Click Select all applicable.
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8.

%3 Create Network Mapping 0

+ 1 Select creation mode Prepare reverse mappings
Select configured mappings forwhich to automatically create reverse mappings
+ 2 Prepare mappings

v 3 Select test networks Automatically create reverse mappings on the paired site. This may override already existing

4 Prepare reverse mappings mappings onthe paired site. (Only far 1-1 mappings)

Selectall applicable Q -
wei0red ] sz.storage.com 1 & webOrod2 sz.storage.com
) g Protected_DiC = Whi Metwark Recovery_DiC = Wil Mebwork
i 1items |_-}-
Back Finish Cancel

Click Finish.

Step 9 Configure a placeholder data store.

You are advised to use a data store created on a common LUN instead of a local
data store on an ESX host as a placeholder data store.

1.

2.
3.

Click the Placeholder Datastores tab.

ClickE® to configure a placeholder data store.
Select the created remote placeholder data store and click OK.

Issue 01 (2020-07-30)

Copyright © Huawei Technologies Co., Ltd. 47



eSDK Enterprise Storage Plugins

User Guide (SRA) 4 Typical Scenario Configuration

£Q Configure Placeholder Datastore ?

Specify a non-replicated datastore in which SREM creates placeholder witual machines. To
enahle planned migration and reprotect, you must select placehalder datastores athoth sites.

Q -
Mame 1a
=~ [ datastore?
=3

Y =~ [ Datastore_P
[ 3 items
OK Cancel

4. Repeat the preceding steps to configure a placeholder data store at the
recovery site.

(1 NOTE

If the recovery site has no data store, create a data store and configure it as a placeholder
data store.

--—-End

4.5.10 Creating and Configuring Placeholder Storage

You are advised to use a common LUN or datastore created on FusionSphere as
placeholder storage, instead of using an ESX local datastore. For details about how

to create placeholder storage, see section 4.5.1 Creating a Datastore (VMFS) and
section 4.5.2 Creating a Datastore (NFS).

Configuring a Placeholder Datastore

Step 1 Log in to the VMware vSphere Web Client at the protected site.
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Step 2 Choose vCenter Inventory Lists > Datastores.

1. Select the protected site and click the Manage tab.
Step 3 Click the Placeholder Datastore tab.
Step 4 ClickE® to configure a placeholder datastore.
Step 5 Select the created remote placeholder datastore and click OK.

--—-End

£ Configure Placeholder Datastore 7

Specify a non-replicated datastare inwhich SRM creates placehalder virtual machines. Tao
enable planned migration and reprotect, you must select placeholder datastores atboth sites.

Q -
Mame 1a
=~ [ datastored
= H
¥l =~ [ Datastore_P
o] 3 items
OK Cancel

——End

4.5.11 Adding Array Managers

Step 1 Log in to the VMware vSphere Web Client at the protected site, and click Site
Recovery.

Step 2 Select Inventories > Array Based Replication.

Issue 01 (2020-07-30) Copyright © Huawei Technologies Co., Ltd. 49



eSDK Enterprise Storage Plugins
User Guide (SRA) 4 Typical Scenario Configuration

Step 3 Clickt™ (Add Array Manager).
The array manager configuration wizard is displayed.

Step 4 Click Add a pair of array managers and click Next.

2 Add Array Manager 7)
- T
Touse array-based replication with SRM, you must add at least two array managers, one for each paired site.
2 Location
3 Select SRA type (=) Add a pair of array managers
4 Configure array manager Wouwill be prompted to add two array managers, one for each site. You then enable the discovered array

pairs for use with SRM.
() Add a single array manager
Wou will be prompted to add a single array manager,

Configure paired array
manager

6 Enable array pairs
7 Reaiyto complete

Next Cancel
Step 5 Select a site and click Next.
[ Add Array Manager B
+ 1 Options Location

Specify a pair of sites for the two array managers.,

3 EEEEIEENER Sites 3RM D

4 Configure array manager yeEOre01. 52 storage.com - ¥o60re02.sz.5torage.com corm.ymware yoDr

Configure paired array
manager

6 Enable array pairs

7 Readyto complete
] 1items [=~
Site: ve0rc01.sz.storage.com
SRM Server: 172220144
viZenter Server, WCBIRCO1 sz starage.com
Flatform Services Contraller,  pscrc01.sz.storage.com
SR ID corn vTware veDr
Site: ve60rc02.sz.storage.com
SRM Server: 172.22.0.1448
v anter Server; WCBIRCOZ sz storage.com
Flatform Services Contraller,  pscrc01.sz.storage.com
SR ID comyrmware voor

Back Hext Cancel

Step 6 Set the SRA type and click Next.
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(11 NOTE

Currently, many storage vendors provide different SRA software for different SRM
environments. In this step, set the SRA type to Huawei eSDK_Storage_SRA.

Step 7 Configure an array manager and click Next.
e Display Name: name of the array manager, which can be defined by users

e Master Management IP; management IP address of controller A on the
storage array at the local site (example: vs6001-sra.sz.strorage.com)

e Slave Management IP: management IP address of controller B on the
storage array at the local site (example: vs6001-sra.sz.strorage.com)

e Username: user name of the storage array at the local site
e Password: password of the storage array at the local site

[2 Add Array Manager 7

+ 1 Options Configure array manager
Enter the namme and connection parameters for the array rmanager
+~ 2 Location

+ 3 Select SRA type Specify parameters for site YeB0rc1 .sz.storage.com’

4 Configure array manager Display Marne:  storage manager

Configure paired array

manager Managed Array

6 Enable array pairs Local Array connection parameters
7 Readly to complete Master Management IP 172.22.018
Enter Master Management IP
Slave Management P 17222017
Enter Slave Management |P
Usetnarne admin

Enter Usernarme for Array

Fassword i

Enter Pagsword or Array

Back Mext Cancel

Step 8 Configure the paired array manager and click Next.
e Display Name: name of the array manager, which can be defined by users

e Master Management IP: management IP address of controller A on the
storag array at the peer site (example: vs6002-sra.sz.strorage.com)

e Slave Management IP: management IP address of controller B on the
storage array at the peer site (example: vs6002-sra.sz.strorage.com)

e Username: user name of the storage array at the peer site
e Password: password of the storage array at the peer site
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[ Add Array Manager

1 Options
2 Location
3 Select SRA type

4 Configure array manager

gure paired array
manager
6 Enable array pairs

7 Ready to complete

Configure paired array manager

Enter the name and connection parameters for the paired array manager

Specify parameters for site YeBOrcz2 sz.storage.corn'

Display Mame: | storage manager2
Managed Array

Local Array connection parameters

Master Management IP 1722208

Enter Master Managernent IP

Slave Management IP 1722207
Enter Slave Management IP
Usermame admin

Enter Usermarne for Array

Password |W

Enter Password for Array

Step 9 Select the storage array pair and click Next.

A Add Array Manager

Back Next Cancel

v

v
~
v
v

v

1 Options

2 Location

3 Select SRA type

4 Configure array manager

Configure paired array
manager

[i}

nable array pairs

7 Ready to complete

Step 10 Click Finish.

Enable array pairs
Select array pair thatwould be enabled on finish.

Arrzy Pair Status
[+ Huawei Storage - 2102350831 0E...  Readyto be enabled

Local Anay Manager

storage managerd

1 items L-} *

Back Hext Finish Cancel
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A Add Array Manager

L8 < <K

+ G Enable array pairs

¥4 7 Readyto complete SRA type; Huawel e50K_Storage_SRA

1 Options Ready to complete
Review your settings selections hefore finishing the wizard.
2 Location
3 Select SRA type .
Created array manager for site 'wc60rc01.sz.storage.com’
4 Configure array manager Marme: storage manager!
Configure paired array SRA type: Huawei eSDK_Storage_SRA
manager

Created array manager for site ‘wc60rc02.sz.storage.com’
Marne: storage manager2

Array pairs to enable
Huawei Storage - 2102350881 0EC000002

Back Finish Cancel

--—-End

4.5.12 Creating a Datastore-Based Protection Group

Step 1

Step 2

Step 3

Log in to the VMware vSphere Web Client at the protected site, and click Site
Recovery.

Choose Inventories >Protection Groups.

P—— 2 o ey
1 P Lo ity S el

R ¥ by v S e sy g
- i B o s o i

[m—
& by lieem
1P vy ik - aha
Fromibin Serai ]

24 iy P ¥

i ey B D

Owarview of Site Becovany
LT

Click®™ to create a protection group.

Step 4 Set the protection group name and click Next.
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¥ Create Protection Group )

1 Name and location Name and location

Enter a name and description and select a location far this pratection graup.
2 Protection group type

3 Ready to complete

Mame: protection_group

Cescription:

Next Cancel

Step 5 Set the protection group type.
e Direction of protection: protected site -> recovery site.

e Protection group type: Select Datastore groups (array-based replication).
Select an array pair and click Next.

¥ Create Protection Group 2)
+ 1 Hame and location Protection group type
Selectthe protected site and protection group type.
2 Protection group type
3 Datastore groups Direction of protection: (+) sra-vcsc-master! 07.hw.com - sra-vosc-
4 Ready to complete slavel 08 hw.com

) sra-vosc-slave 08 hw.com -= sra-vesc-
master! 07 b com

Protection group type: (=) Datastore groups (aray-hased replication)
() Individual ¥Ms (vSphere Replication)
() Storage policies (array-based replication)

Array pair:
vBe4a16097
Er)
vBa
=]
)

Back Next Cancel

Step 6 Select desired datastore groups and click Next.
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%) Create Protection Group 7)
+ 1 Name and location Datastore groups
Selact datastore groups to use for this protection group. Datastore groups contain
+/ 2 Protectioh group type datastores which must be recovered together,

3 Datastore groups

4 Ready to complete

Datastore graups:
Q -
[ atastore Group Status

[+ RDM sra-san-lualun (Hard di...  Add to this protection aroup
snap-28149403-sra-gan-luol...  Add to this protection group

[+ snap-081af183-sra-san-dual...  Add to this pratection aroup
[] snap-1e3e74disra-san-danl...

[ sra-novsstore_nas_dan

Yitual machines:

Virtual Machine [ratastore Status
fh sra-san-luolun snap-2814940a-sra-5...  Add to this protection g...
1 sra-san-dualun snap-081af183-gra-5a...  Add to this protection g...
Back Mext Cancel
Step 7 Click Finish.
¥ Create Protection Group ?)
+ 1 Name and location Ready to complete

Review wour settinas selections hefare finishing the wizard.
" 2 Protection group type

+/ 3 Datastore groups Marne: ad

¥4 1 Readyto complete Location: sra-vosc-master! 07 hw.com - sra-vesc-

slave1 08 hww.com

Cescription:
Frotected site: sra-vese-master! 07 hwcom
Fratection group type: Datastare groups {array-hased replication)
Array pair; Huawei Storage - 2600%3_16830
Datastare groups: ROM sra-san-luolun {Hard disk

2

shap-28149408-sra-5an-

lualun

snap-081af1 83-sra-san-

dualun
Total virtual machines: 2

Back Finish Cancel

--—-End
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4.5.13 Creating a Policy-Based Protection Group

Step 1 Log in to the VMware vSphere Web Client and click Site Recovery.
Step 2 Choose Inventories >Protection Groups.

Step 3 Click® to create a protection group.g

Step 4 Set the protection group name and click Next.

¥ Create Protection Group ?

1 Name and location Name and location

Enter a name and description and select a location far this pratection graup.
2 Protection group type

o) (R D GIHEE Mame: protection_group

Cescription:

sZ.storage.com

Next Cancel

Step 5 Set the protection group type.
e Direction of protection: protected site > recovery site.
e Protection group type: Select Storage policies (array-based replication).
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¥ Create Protection Group

~" 1 Name and location

2 Protection group type

3 Datastore groups
4 Ready to complete

Protection group type
Selectthe protected site and protection group tvpe.

Direction of pratection” (1) srawvese-master! 07 hw.corm -= sta-vesc-

slavel 08 hw.com

) sra-vesc-slave 108 hw.com -= sra-vosc-
master! 07 b com

Protection group type:  («) Datastore groups (array-hased replication)

() Individual ¥Ms (vSphere Replication)
() Starage policies (array-based replication)

Array pair:
vBe4a16097
Er)
vBa
=]
)

Back Next Cancel
Step 6 Select Storage policy and click Next.
¥ Create Protection Group ?
+ 1 Name and location Storage policies
Select storage policies to use for this protection group.
" 2 Protection group type
4 Ready to complete Q Filter -
Storage Policy
[ wirtual SAN Default Storage Policy
[ ] "ol Mo Requirements Policy
V] policy_sra
M (Q Fing - Jitems |wp~
Back Hext Cancel
Step 7 Click Finish.
--—-End
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4.5.14 Creating a Recovery Plan (Based on VM Protection
Groups)

Step 1 Log in to the VMware vSphere Web Client at the protected site.

Step 2 Click Site Recovery.

Step 3 Select Recovery Plans.

Hemmgai Ll e fan g e
A g el

e P
Foi e A Vb o oy S P oy B g

Frotet o Demi

Grmrviaw of Sitw Fscavary

Step 4 Click the Objects tab.

L % [T -,

C—)
[ e : e

1. ey T Y] 1z tlruge 15

Step 5 Click®l.

Step 6 Set the recovery plan name and click Next.
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] Create Recovery Plan (?)

1 Name and location Name and location

Enter a name and description and select a location for this recovery plan.

2 Recovery sile

3 Protection groups

Marme: Recovery plan

4 Test networks

Description:

5 Ready to complete

Hext Cancel
Step 7 Select the recovery site and click Next.
#] Create Recovery Plan ?)
+ 1 Name and location Recovery site
Selectthe site to which the VWM in this plan will recover
2 Recovery site
3 Protection groups .
Recovery Site: (=) vcB0re01 57 storage.com
4 Test networks
5 Readyto complete () veBOre0 2.5z storage.com
Back Hext Cancel

Step 8 Select VM protection groups from the Group type drop-down list. Then, click
Next.
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%] create Recovery Plan (7}
+ 1 Name and location Protection groups
Select protection groups to use for this recovery plan.
" 2 Recovery site
Group type | WM protection groups | w |
4 Test networks
Q Filter -
3 (A D ENIETER Hamea Group Type Deseription
M a3 2BR
M 1items [ Export~ [ Copy ~
Back Next Cancel
Step 9 Click Next.
] Create Recovery Plan (7)
+ 1 Mame and location Test networks

Selectthe networks to use while running tests of this plan.
+" 2 Recovery sile

+/ 3 Protection groups Auto. Creates an isolated test nebwork: if the test network mapping atthe site-1evel does not exist
4 Test networks
Recoveny Nehuwo b Test Netwotk

B (EELDEIIEED © Protected_DC = WM Network Q Autor

Back Next Cancel

Step 10 Click Finish.

Issue 01 (2020-07-30) Copyright © Huawei Technologies Co., Ltd. 60



eSDK Enterprise Storage Plugins
User Guide (SRA)

4 Typical Scenario Configuration

%] Create Recovery Plan

Ready to complete

~ 1 Name and location

+ 2 Recovery site

' 3 Protection groups Mame

" 4 Test networks Location
‘/ Description:

Frotected site
Recovery site:

--—-End

Protection groups:

Review your settings selections before finishing the wizard

RP1 4601
sra-vesc-master! 07 b com - sra-vesc-slawe 08 hw.com

sra-vesc-master! 07 hv.com

sra-vesc-slavel 08 hw com
EE)

Back Finish Cancel

4.5.15 Creating a Recovery Plan (Based on a Storage Policy for

a Protection Group)

Step 1 Log in to the VMware vSphere Web Client and click Site Recovery.

Step 2 Select Recovery Plan.

Step 3 Click the Objects tab.

Step 4 Select the Recovery Plan tab.
Step 5 Click®l.

Step 6 Set the recovery plan name and click Next.
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| %] create Recovery Plan (7)
Marne and location

Enter a name and description and select a location for this recovery plan.
2 Recovery site

3 Protection groups Name: IRPHE—WM I

4 Test networks
Description
5 Ready to complete

ster! 07 hwv.com -

Next Cancel
Step 7 Select the recovery site and click Next.
%] Create Recovery Plan (7)
+ 1 Mame and location Recovery site
Selectthe site towhich the WMs in this plan will recaver,
2 Recovery site
3 Protection groups )
Recovery site: () sra-vesc-mastert 07 hw.com
4 Test networks
5 Readyto complete (=) sra-vesc-slavel 08 v com
Back Next Cancel

Step 8 Select Storage policy protection groups from the drop-down list of Group Type.
Then, select a protection group, such as protection_group, and click Next.
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t] Create Recovery Plan

+ 1 Name and location Protection groups

Select protection groups to use for this recovery plan.

+ 2 Recovery site

3 Protection groups Group type: | Storage policy protection groups -

4 Test networks

5 Ready to complete
Name

¥ ) protection_group

Step 9 Click Next.

%] Create Recovery Plan

Group Type
SP

Description

1items [=~

Back Next Cancel

+ 1 Mame and location Test networks

Selectthe networks to use while running tests of this plan.

+/ 2 Recovery site

+~" 3 Protection groups

4 Test networks

5 Ready to complete

Recovery Netwai

Step 10 Click Finish.
----End

€ Protected_DC = W Metwork

Auto. Creates an isolated test network if the test network mapping atthe site-level does not exist.

Test Metwor

@ Autor

Back MNext Cancel
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Fault Recovery Scenarios

(11 NOTE

After a recovery task is executed successfully, you are advised to wait for 2 minutes before
you perform reprotection.

5.1 Recovery Plan Test
5.2 Planned Migration
5.3 Disaster Recovery

5.4 Switchback

5.1 Recovery Plan Test

Scenario Identification

A disaster recovery test is used to verify the availability of disaster recovery and
estimate the required time. Customers should test disaster recovery periodically to
ensure that the disaster recovery process is available. In addition, periodic tests
and audit result recording are required by most regulations.

Scenario Analysis

VMs on the active-active devices will be started in an independent network. SRM
will test the compatibility of vMotion hosts and run the testFailoverStart
command so that write snapshots can be created at the recovery site. The SRM
will load the snapshots and start the corresponding VMs from the snapshots. After
the test is complete, the testFailoverStop command needs to be run to delete
these writable snapshots. The two commands are optional.

NOTICE

When creating a snapshot, do not use snapshot_for_vssra as the prefix of the
snapshot name.
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Procedure

Step 1 Log in to the VMware vSphere Web Client at the protected site and click Site
Recovery.

Step 2 Choose Recovery Plans from the navigation tree.
Step 3 Select the desired recovery plan.

Step 4 Click the Monitor tab and then the Recovery Steps tab.

Mg in B Feiemrypian Ao s

Step 5 Click P

Test - Recovery plan 0

1 Confirmation options Test confirmation

2 Ready to complete

i N Running this plan intest mode will recover the virtual machines in a test ervironment on the
C20 recovery site.

Frotected site: weB0re01 sz storage.com
Recovery site; weB0rel2 sz storage.com
Server connection: Connected

Mumhber of Whis: 2

Storage options

Specifywhether to replicate recent changes to the recovery site. This process might take several
minutes and is only availahle ifthe sites are connected.

) Replicate recent changes to recovery site

Hext Cancel

Step 6 Click Next.
Step 7 Click Finish.
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After a recovery plan test is completed, the page shown in the following figure is
displayed.

Been s B e s

L
Step 8 Click & to remove the test environment and restore the recovery plan to the
ready state.

Cleanup - Recovery plan

1 Confirmation options Cleanup confirmation

2 Readyto complete

1 Running a cleanup operation an this plan will remave the test environment and resetthe plan
L2200 tothe Ready state,

Frotected site: weEOre01.sz.storage.com
Recovery site: yeflre02.sz.storage.com
Server connection: Connected

Mumber of ¥his: 1

Cleanup options

If you are experiencing errars during cleanup, you can choose the Farce Cleanup option to ignare all
errars and return the plan to the Ready state. Ifyou use this option, you might need to clean up your
storage manually, and you should run anothertest as soon as possible.

Hext Cancel

Step 9 Click Next.
Step 10 Click Finish.
----End

After the cleanup operation on the recovery plan is completed, the page shown in
the following figure is displayed.
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5.2 Planned Migration

Scenario Identification

A planned migration is performed for system maintenance or is manually
performed by users to protect services against potential disasters. The planned
migration ensures service consistency and data integrity.

The purposes of and requirements for planned migrations are as follows:

e To tackle foreseeable potential disasters, such as typhoons, floods, and
forcible evacuation, planned migrations are performed to prevent storage
systems from breaking down and to achieve zero data loss.

e Planned migrations are performed for planned data center maintenance.
During planned maintenance, services must keep running, and application
owners and end users do not notice the maintenance. After the maintenance
is complete, applications can be switched back.

e Planned migrations are performed to achieve global load balancing because
SRM Stretch does not support dynamic global load balancing. (For storage
arrays, some LUNs are migrated as instructed by the SRA to achieve global
load balancing.)

Scenario Analysis
Based on whether VMs support SRM Stretch, the process is as follows:

e |f VMs do not support SRM Stretch, VMs interrupt host 1/Os at the protected
site. After data is replicated to the recovery site, VMs are started at the
recovery site. Services are interrupted during the process.

e If VMs support SRM Stretch, the SRM sets stretch storage from the protected
site to the recovery site. Then, the SRM uses the vSphere vMotion function to
migrate protected VMs in the SPPG to the recovery site. The services of the
protected VMs are not interrupted during the process.

Procedure

Step 1 Log in to the VMware vSphere Web Client at the protected site and click Site
Recovery.

Step 2 Choose Recovery Plans from the navigation tree.
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Step 3 Select the desired recovery plan.
Step 4 Click the Monitor tab and then the Recovery Steps tab.

Hmapms '] Mocosmyplen  bitar s

5 Mead

Step 5 Click @.

Step 6 Set parameters.

e Select | understand that this process will permanently alter the virtual
machines and infrastructure of both the protected and recovery
datascenters.

e Select planned migration.
e Select Enable vMotion of eligible VMs.

If Enable vMotion of eligible VMs is not selected, the following error
message will be displayed when the recovery plan is being executed:

Failed to sync data on replica devices. Cannot process device
'2102350BSJ10EC0000002_31_MP_643e8c32a9540000' with role 'target’ when
expected device with role 'source'

For the solution, see section 1.1 "System Displays an Error Message During a
Planned Migration."
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Recovery - Recovery plan 2

1 Confirmation options Recovery confirmation

2 Readyto complete

Running this plan in recavery mode will attermpt to shut down the Whs atthe protected site and
recover the WMs atthe recovery site.

Protected site: wehlre0?2 sz storage com
Recaovery site: vehOre01.sz.storage.com
Server connection: Connected

Mumber of Whis: 1

[+ I understand that this process will permanently alter the vitual machines and infrastructure of both
the protected and recavery datacenters

Recovery type
=) Planned migration

Feplicate recent changes to the recovery site and cancel recovery if errors are encountered. (Sites
musthe connected and starage replication must be availablel)

[¥ Enahle vMation of eligible Whis

() Disaster recovery

Atternpt to replicate recent changes to the recovery site, hut otherwise use the maost recent
storage synchronization data. Continue recavery even if errors are encountered.

Next Cancel

Step 7 Click Next.
Step 8 Click Finish.

After the planned migration is completed, the page shown in the following figure
is displayed.
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Step 9 After the planned migration is completed, click ¥ to reprotect the recovery site as
the protected site.

1. Select | understand that this operation cannot be undone and click Next.
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Reprotect - Recovery plan ?

1 Confirmation options Reprotect confirmation

2 Readyto complete

1 Running repratect an this plan will commit the results ofthe recovery, and canfigure pratection
= inthe reverse direction.

Mew protected site: wehlre01 sz storage.cam
Mew recavery site: wehlre02 sz storage.cam
Server connection: Connected

Mumber of ¥his: 1

¥ | understand that this operation cannot be undaone.

Reprotect options

Reprotect operations include steps to clean up the original datastores and devices. Ifyou are
experiencing errars during cleanup steps, you may choose the force cleanup option to ignore all
errars and return the plan to the Ready state. Ifyou use this option, you may need to clean up your
storage manually, and you should run a Test as soon as possible.

Next Cancel
2. Click Finish.
----End

NOTICE

In SRM Stretch scenarios, if the planned recovery fails, the primary/secondary
relationship of the HyperMetro pair may change, resulting in an inconsistency
between the primary/secondary relationship of the HyperMetro pair and that of
the sites. An administrator needs to decide whether to perform prior/non-prior
switchover on the HyperMetro pair.

5.3 Disaster Recovery

Scenario Identification

Disaster recovery is performed when services are interrupted due to a disaster,
component fault, or network interruption. During the disaster recovery, services
are interrupted.

Disaster recovery is performed in the following cases:
e An unforeseeable disaster (such as an earthquake) happens, causing damage
to a data center site.

e An unplanned power system or network breakdown of a data center causes
the data center site to become unavailable.

e A key component of the protected site, such as the ESXi host (vCenter), SRM
server, or storage array, is faulty.
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Scenario Analysis

Procedure

Step 1

Step 2
Step 3
Step 4

Step 5
Step 6

There are two cases based on whether VMs support SRM Stretch:

e If VMs do not support SRM Stretch, VMs in a protection group restart at the
recovery site.

e |f VMs support SRM Stretch, the SRM sets stretch storage from the protected
site to the recovery site. Then, VMs in a protection group restart at the
recovery site.

Log in to the VMware vSphere Web Client at the protected site and click Site
Recovery.

Choose Recovery Plans from the navigation tree.
Select the desired recovery plan.

Click the Monitor tab and then the Recovery Steps tab.

[T _ P e e (5 S
) . [
b &
1
A
3
(-]
.
L]
Click®@.

Select | understand that this process will permanently alter the virtual
machines and infrastructure of both the protected and recovery datascenters
and Disaster recovery.
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Recovery - Recovery plan i
1 Confirmation options Recovery confirmation
2 Ready to complete Running this plan in recovery mode will atternpt to shut down the Wi s atthe protected site and

recaver the ¥Ms atthe recovery site.

Protected site: weBOred1 sz storage.com
Recovery site: wehlre02 sz storage.com
Server cannection: Connected

Mumhber of Whs: ]

V1 lunderstand that this process will permanently alter the vitual rmachines and infrastructure of bath
the protected and recovery datacenters.

Recovery type
Flanned rmigration

Replicate recent changes to the recovery site and cancel recovery if errars are encountered. (Sites
must he connected and storage replication must be available.)

=) Disaster recovery

Afternptto replicate recent changes to the recavery site, but otherwise use the most recent
storage synchronization data. Continue recovery even if errors are encountered.

Hext Cancel

Step 7 Click Next.
Step 8 Click Finish.

Step 9 After the disaster recovery is complete, click ¥ to reprotect the recovery site as
the protected site.

NOTICE

e Before reprotecting the recovery site as the protected site, refresh device
information on the storage array manager. Otherwise, the reprotection task
may fail.

e In the geo-redundant DR scenario, if data center B is faulty and users forcibly
switch services from data center A to data center C, data loss may occur.

--—-End

5.4 Switchback

Scenario Identification

A switchback means that users perform recovery operations to switch services
back to the original protected site when the protected site recovers.

Scenario Analysis

There are two cases based on whether storage arrays support SRM Stretch:
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e If storage arrays do not support SRM Stretch, the SRM shuts down all VMs at
the protected site. After data synchronization is complete, all VMs are
restarted at the original protected site.

e If storage arrays support SRM Stretch, the SRM sets stretch storage from the
protected site to the recovery site. Then, the SRM uses the vSphere vMotion
function to migrate protected VMs in the SPPG to the protected site. The
services of the protected VMs are not interrupted during the process.

Prerequisites

A planned migration or disaster recovery is complete.

Procedure

Step 1 Switch services from the current protected site back to the original protected site.
For details, see section 6.2 "Planned Migration."

Step 2 Click ¥ to reprotect the original protected site.
----End
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Uninstalling SRA

6.1 Uninstalling SRA in a Windows Environment

6.2 Uninstalling SRA in the SRM VA Environment

6.1 Uninstalling SRA in a Windows Environment

Prerequisites

SRM does not use any resources of the storage system. To check whether RSM
uses any resources of the storage system, log in to the VMware vSphere Web
Client and check the SRM running information.

Context

The SRA software of both the production site and DR site must be uninstalled.

Procedure
Step 1 Log in to the SRA server as an administrator.
Step 2 Choose Start > Huawei and click Uninstall eSDK_Stroage_SRA.
The operating system enters the SRA uninstallation process.
The SRA uninstallation takes 1 to 3 minutes.

--—-End

6.2 Uninstalling SRA in the SRM VA Environment

Prerequisites

SRM does not use any resources of the storage system. To check whether RSM
uses any resources of the storage system, log in to the VMware vSphere Web
Client and check the SRM running information.
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Context

The SRA software of both the production site and DR site must be uninstalled.

Procedure

Step 1 Log in to the SRM management GUI as user admin. The login address is https://
<SRM server IP address>:5480.

Step 2 Click Storage Replicaiton Adapters. The SRA plug-in management GUI is
displayed.

Step 3 Select the SRA plug-in to be deleted and click Delete.
----End
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Troubleshooting

SRA Logs in a Windows Environment

SRA logs are stored in directory C:\ProgramData\VMware\VMware vCenter
Site Recovery Manager\logs\SRAs\eSDK_Storage_SRA.

NOTICE

ProgramData is a hidden folder. Before obtaining logs, unhide ProgramData.

Log description: The current log file is log.txt and the historical log file is
log.txtV, where N can be 1, 2, 3, or 4. A maximum of four SRA log files can
be retained. The bigger the value of Nis, the earlier the corresponding log file
is generated.

Log size: The maximum size of a log file is 100 MB.

SRM logs are stored in directory C:\ProgramData\VMware\VMware vCenter
Site Recovery Manager\logs.

SRA Logs in the SRM VA Environment

SRA logs are stored in directory /var/log/vmware/srm/SRAs/.

Log description: The current log file is log.txt and the historical log file is
log.txt\, where N can be 1, 2, 3, or 4. A maximum of four SRA log files can
be retained. The bigger the value of Nis, the earlier the corresponding log file
is generated.

Log size: The maximum size of a log file is 100 MB.
SRM logs are stored in directory /var/log/vmware/srm.
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8 FAQ

FAQ

8.1 System Displays an Error Message During a Planned Migration
8.2 Cleanup Lock Failure

8.3 Reprotection Failure

8.4 A Reprotection Task Fails During Remote Replication

8.5 Shutting Down the VM at the Protected Site Fails

8.6 vCenter Cannot Detect the Installed SRA Plug-in

8.7 No Result Is Returned for a Planned Migration

8.8 Failed to Execute Planned Fault Recovery or Test a Recovery Plan

8.9 "Recovered device xxx not found after HBA rescan" Is Displayed When the
Recovery Plan Fails to Be Tested

8.10 A File Copy Error Is Displayed During a Planned Migration or DR

8.11 No Datastore Can Be Found During Data Center Switchback in the Geo-
redundant DR Scenario

8.12 A Placeholder Error Occurs During Reprotection

8.1 System Displays an Error Message During a
Planned Migration

Symptom

During a planned migration, Enable vMotion of eligible VMs is not selected. The
system displays the error message "Failed to sync data on replica devices. Cannot
process device '2102350BSJ10EC0000002_31_MP_643e8c32a9540000' with role
'target' when expected device with role 'source'."
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Solution

Step 1 Log in to the VMware vSphere Web Client and click Site Recovery.
Step 2 Choose Array Based Replication from the navigation tree.

Step 3 Select the array manager and clicki.

v g e TEITERERIIDEC00000} - Lritt whe ngr miamngert o g

--—-End

8.2 Cleanup Lock Failure

Symptom
In an active/standby disaster recovery solution, cleanup lock failure information
appears in the task list of a disaster recovery test, planned migration, or disaster-
triggered migration.
;e it o Bt e IS | ARSI 1S 12220
) Update virtual machine fles @ oaeso @ Congleted Woszst. 10f28[2015 1:52:50 ... 10282015 1:52:50 ... 10J28 1:52:51 ..
7] Cheanp s W et T3 Eror coused by e [vmis] sedi. 102813015 18245 .. 1OfZA[I0IS 16248 ...  10/28/2008 1:83:60 ..,
wohaes L 54sbb3-d097-
F] Croote NAS datastore. g’ 3 -4;::,‘..1 SPIERELD... [ 10/ 10/2012015 15249 .. VOJ20/20NS 1524 ..
£ Test Recovery Flan B =meiss: @ Compieted VSPHERELD.. () SMe10tszst. 10{28120 2812015 1:51:31 /2812005 1:86:26 o
Solution

Ignore the failure information because it does not affect the disaster recovery test,
planned migration, or disaster-triggered migration.

8.3 Reprotection Failure

Symptom

In an active/standby disaster recovery solution, the storage array at the protected
site is faulty and is restarted. After the disaster recovery is complete, the recovery
site fails to be reprotected as the protected site. The following figure shows the
failure information.
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Recovery Step Result

1. Restore Protected gite hoste fram standby Success

2. Configure Storage to Reverse Direction Error - Failed to reverse replication for failed over devices. Cannat process device
‘2102350B5J10ECO00002_46_RP_£43e8c40e36d0015 with role target' when expected device with role
‘romatedTarget"

2.1. Protection Group PG226-P02 Etror - Failed to reverse replication for failed over devices. Cannot process device
2102350BS10ECO0000Z_46_RP_643s8c4083600015' with role ‘target' when sxpected device with role
‘promotedTarget’

2.1.1. Configure Array-based Storage Etrar - Failed to reverse replication for failed over devices. Cannot process device
2102350BS5J10ECO00002_48_RP_B43e8c40e38d0015 with role target' when expected device with role
‘prorotedTarget’

Solution

Update the storage array manager and execute reprotection again. The procedure
is as follows:

Step 1 Log in to the VMware vSphere Web Client and click Site Recovery.
Step 2 Choose Array Based Replication from the navigation tree.
Step 3 On the Object tab page, clicke.

----End

8.4 A Reprotection Task Fails During Remote
Replication

Symptom

During remote replication, a network fault occurs between the storage arrays at
the protected site and recovery site. After the environment is recovered and
disaster recovery is complete, a reprotection task is executed with the device
information on the storage array manager being not refreshed. The following error
message is displayed:

"A storage operation requested on unknown consistency group 'XXX'. Failed to
reverse replication for failed over device."

Solution
e For SRM 5.5 devices, re-create a recovery plan as follows:

a. On the VMware vSphere Web Client, delete the existing recovery plan.

b. On a storage array, perform a switchover between the primary and
secondary ends in the remote replication pair to change the original
recovery site to the protected site, and synchronize data.

c. On the VMware vSphere Web Client, re-create a recovery plan.

e For SRM 6.1 devices, refresh the storage array manager and execute the
reprotection task again.

8.5 Shutting Down the VM at the Protected Site Fails

Symptom

A VM is deployed in a data store that contains multiple LUNs. The service network
is disconnected between the protected site and the ESX server. During disaster
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recovery, shutting down the VM at the protected site times out. After the
environment is recovered, disaster recovery is performed again. Shutting down the
VM at the protected site fails during the disaster recovery. The system displays a
message indicating that VMware tools are not running on the VM.

Solution

Manually shut down the VM at the protected site, and continue with the disaster
recovery.

8.6 vCenter Cannot Detect the Installed SRA Plug-in

Symptom
The SRA plug-in has been installed. However, when a user attempts to manually
refresh SRA information on the VMware vSphere Web Client, the system displays
the message "No SRAs have been installed.".
HNadgator X | gl 100.90.121.57  Ackons =
4 Site Rty 5] Bumman’  Monitor | Manage  Felated Objecis
A sean
lzgues [ BRAS | Recovery Flang Highory
M 10091 12159 _——
SRA Frrors
40 BRAL have been installed
Solution

Restart the vCenter Server.

8.7 No Result Is Returned for a Planned Migration

Symptom
During a planned migration, the servers where the vCenter Server and SRM are
located shut down unexpectedly. Consequently, no result is returned for the
planned migration.

Solution

Cancel the planned migration. After the environment is recovered, perform the
planned migration again.
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8.8 Failed to Execute Planned Fault Recovery or Test a
Recovery Plan

Symptom

Solution

Step 1
Step 2

Step 3

During the execution of planned fault recovery or recovery plan testing, "Failed to
recover datastore XXX, VMFS volume residing on recovered devices XXX cannot be

found." is displayed, as shown in the following figure.

Error — Failed to recover datastore “Datastore—duolun®™ «
dewices " 258qaz@fdwsxTdledcl]_3013_FP_84ad538336ae00027,
"258qazP@3waxTdlede0]l_3014_EP_&4ad539336ae0008",
"9EBqazdfiwsxTdledell 3015 RP_84ad58033R2e0003",
" 9EBqazffiwsxTdledel] 3016 RF_84ad58033Rae000d”,
"258qazP@3waxTd ledel_3017_EP_&4ad589336a0005",
"268qazd@3waxTdlede0]l_3015_EFP_&4ad539336a0006",
"9EBqazdfiwsxTdledell 3015 RF_84ad58533R2e000T",

" 258nazPAdwaxTd ledc]l_3020_FFP_84ad588336a:0008" ™ carmot be founde

TYNES wolume reziding on recowvered

Re-scan the HBA of the storage and perform the planned recovery or test the

recovery plan.

Log in to the VMware vSphere Web Client and choose Hosts and Clusters.

In the navigation tree, select the host at the recovery site.

Click Manage, and choose Storage > Storage Devices, and click %.

B —— -

4 Home o

Getting Started  Summary  Monltor | Manage | Related Objects

o G 8 e
r & sra-slave-vesal 1 _hw.com

¥ [ Datacenter

+ [5 Datacenter-A

Setlings | Networking | Sterage | Alarm Definitions | Tags | Permissions |

" Storage Devices

i R 1001152101

¥ [ sravcsa-master i com
w [lg Datacenter-B
» [R1001152102

Storage Adapters

Storage Devices

Host Cache Configuration

Protocol Endpoints

B L B @ 0 @B Oy

Hame Type
HUAWEY Fibre Channel Disk (naa.Bedsdbef 00002 fcc03aT..  disk
HUAWEI Fibire Channel Disk (naa Ge4aBb6100b0al ce03af2ea disk

Step 4

HUAWEI Fibre Channel Disk haa BedaBb8100b0a1 cc03a72148
HUAWEI Flore Channel Disk inaa Beda8og100b0al cc03ar30t ..
HUAWEI Flore Channel Disk tnaa bedaBos100b0al cel3aiia..

HUSWEI Fipre Channel Disk (naa.Gedalbs100b0al cediceldi..
HUAWEI Finre Channel Disk (haa Gedalbs100b0al cediesl 21

Perform the planned recovery or test the recovery plan again.

--—-End

dizk
disk
dizk
digk
digk
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8.9 "Recovered device xxx not found after HBA rescan”
Is Displayed When the Recovery Plan Fails to Be Tested

Symptom

During a recovery plan test, an error is displayed indicating that datastore xxx
cannot be restored, the VMFS volume residing on the restored device xxx cannot
be detected, and the to-be-restored device cannot be found after HBA card rescan,
as shown in the following figure.

Error - Failed to recover datastore 'danlun-2'. WMF S volume residing on recovered devices
"123adbd5bsd789ad789f 53 MP_8038bc1866540000" cannot be found. Recovered device
123adb456sd789ad789f 53 MP_B038bc 1866540000 not found after HBA rescan.

Solution

Reconfigure storageProvider.hostRescanTimeoutSec (scanning timeout duration
of the host managed by SRM) and test the recovery plan again.

Step 1 Log in to the VMware vSphere Web Client and click Site Recovery.
Step 2 In the navigation tree, select Sites.

Step 3 In the navigation tree, select a protected site, for example, sra-vcsc-master.hw.com.

Step 4 On the page that is displayed, click Manage, choose Advanced Settings >
Storage Provider, and click Edit

wasiores [ AOVANERd BMRAE) Fermsss un

1 318500858 TIom &n ERA durin

Step 5 Set storageProvider.hostRescanTimeoutSec. The recommended value is 500.

# srawvcsc-master.hw.com - Edit Advanced Settings 7

Q rescantimeout - |
Ky Walue Summarny

storageProvider hostRescanTimeoutSec (500 Tireoutin seconds for host rescan operation during test and re...

Step 6 Click OK to save the settings.

Step 7 Repeat steps 2 to 6 on the other site.
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Step 8 Test the recovery plan again.

--—-End

8.10 A File Copy Error Is Displayed During a Planned
Migration or DR

Symptom
During a planned migration or DR, an error indicating that "Failed to copy file
xxxx.vmx" is displayed, as shown in the following figure..
Error - Failed to copy file [danlun-2] danlun-2/danlun-2 vmx' to 'CAWVindows\ TEMPwrmware-5Y STEMdanlun-2 wmi-
ps-5.tmpBst 4 - A file error was encountered.
Solution

Reconfigure storageProvider.hostRescanDelaySec and
storageProvider.hostRescanRepeatCnt, and perform the planned migration or
DR again.

Step 1 Log in to the VMware vSphere Web Client and select Site Recovery.
Step 2 In the navigation tree, select Sites.

Step 3 In the navigation tree, select a protected or recovery site, for example, sra-vcsc-
master.hw.com.

Step 4 On the page that is displayed, click Manage, choose Advanced Settings >
Storage Provider, and click Edit.

hoider Datasiores | NARGH BETME | Peress on

Step 5 Set storageProvider.hostRescanDelaySec and
storageProvider.hostRescanRepeatCnt. The recommended values are 300 and 2,

respectively.
[ srawvcsc-master.hw.com - Edit Advanced Settings ?
@ rescan -
Key “falue Summany
starageProvider hostRescanDelaySec (300 1 Time in seconds to wait hefore starting an HBA rescan onthe E...
storageProvider hostRescanRepeatCnt 2 | Mumber of repeated host rescans during test and recovery.

Step 6 Click OK to save the settings.

Step 7 Repeat steps 2 to 6 on the other site.
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Step 8

Perform the planned recovery or DR again.

--—-End

8.11 No Datastore Can Be Found During Data Center
Switchback in the Geo-redundant DR Scenario

Symptom

Solution 1

Step 1

Step 2

Solution 2

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

In the geo-redundant DR scenario, when data center C is switched back to data
center B, a message is displayed indicating that no datastore cannot be found. The
error message is as follows:

Error-Some virtual machines in the protection group 'xxx-group' could not be recovered Failed to recover
datastore 'snap-05e8bc88-datastore'. VMFS volume residing on recovered devices
"X XX RP_XXXxxxxxx""" cannot be found.

Perform the following operations on storage arrays:

Log in to https://support.huawei.com and search for HyperMetro Configuration
Guide for Huawei SAN Storage Using OS Native Multipathing Software.

Configure VMware multipathing by referring to chapter "VMware."

--—-End

Perform the following operations on VMs. In this solution, multipathing is fixed at
data center B. The procedure is as follows:

Find Storage Devices corresponding to snap-05e8bc88-datastore in host cluster A.
Click the Properties tab.

Click Edit Multipathing.

Set Path selection policy.

By default, By default, VMware supports the following path selection policies: If a
third-party PSP is installed on the host, its policy is also displayed in the list.

e Fixed (VMware)
e Most Recently Used (VMware)
e Round Robin (VMware)

Select Fixed (VMware) and specify the preferred path to data center B.
Click OK to save the settings and exit the dialog box.

--—-End
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8.12 A Placeholder Error Occurs During Reprotection

Symptom
In the active/standby redundancy, "Protection group "***' has protected VMs with
placeholders which need to be repaired" is reported during reprotection.
Solution

Perform the reprotection operation again and select the items you want to forcibly
clear.
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